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Please complete the requested information below. If a question is N/A based on the service(s)
being provided please indicate as such.

Requested Information

Responses

Additional
Information

Company

Name of the holding or parent company as registered with Secretary of State

Company/business name (if different from the parent company)

Public company?

State of Incorporation or Organization

Form of Organization (e.g., LLC, Nonstock Corporation)

Disclosure of all affiliated and non-affiliated entities associated with Contractor's
proposed project team

Contractor’s Organization: org chart up to the ultimate parent.

Name (Individually completing the questionnaire)

Job Title

Contact Information (email and phone number)

Contractor's website

Name of individuals who provided answers/evidence for the questionnaire)

Date of Response

Breach Information

Has your company suffered a data loss or security breach within the last 3 years?

If yes, please describe the loss or breach.

Have any of your Third Party Contractors suffered a data loss or security breach
within the last 3 years?

If yes, please describe the loss or breach.

Defining Scope

Are the answers in this questionnaire for only one facility or geographic location?
If yes, provide description of physical location (address, city, state, country).

Backup site physical address

Are there additional locations where systems (i.e. applications and database) and
data are stored?

If yes, provide locations (address, city, state, country).

Are the answers to this questionnaire for only one specific type of service? If yes,
describe the service. If not, please define all services provided as a separate
guestionnaire or guestionnaires may need to be completed.

Are you providing or developing applications as part of the services provided. If
yes, please list the applications.

Data Request and Sharing

Will you have access to Ul/Eversource's non-public data?

Will you be storing or hosting Ul/Eversource's non-public data?

Will you process Ul/Eversource's non-public data?

Will you be disclosing Ul/Eversource's non-public data?
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Based on the services the 'Contractor' is performing or providing and
the review of the responses within the first two tabs, the 'Contractor”
will be asked to provide the following documentation with a "X" in
the "Column B"

Ul/Eversource Requested
Document(s)

* Information Security Policies and Procedures. This should include the following (if not, provide the
individual documents as necessary):

a) Hiring policies and practices and employment application

b) User Account administration policy and procedures for all supported platforms where Scoped
Systems and Data are processed and network/LAN access.

¢) Supporting documentation to indicate completion of User Entitlement reviews

d) Employee Non-disclosure agreement document

e) Information Security Incident Report policy and procedures, including all contract information
f) Copy of Visitor Policy and procedures

g) Security Log Review Policies and Procedures

h) Copy of third party risk management policies and procedures

i) Criteria/requirements when performing background checks

* Copy of internal or external information security audit report/SOC2

Information technology and security organization charts (including where Respondent information
security resides and the composition of any information security steering committees).
Note: Actual names of employees are not required

* Physical Security policy and procedures (building and/or restricted access)

* Third-party security reviews/assessments/penetration tests

Legal clauses and confidentiality templates for third parties

Topics covered in the security training program

* Security incident handling and reporting process

Network configuration diagrams for internal and external networks defined in scope.
Note: Sanitized versions of the network diagram are acceptable

* System and network configuration standards

* System backup policy and procedures

* Offsite storage policy and procedures

* Vulnerability and threat management scan policy and procedures

* Application security policy

* Change control policy/procedures

* Access control policy/procedures

* Problem management policy/procedures

* Certification of proprietary encryption algorithms

* Internal vulnerability assessments of systems, applications, and networks

* Software development and lifecycle (SDLC) process document

* Business continuity plan (BCP) and / or Disaster recovery plan

* Most recent BCP/DR test dates and results

* Most recent SSAE16/18/SOC2 or SOC3 audit report

* Privacy policies and notices (internal, external, web); including but not limited to privacy by design,
data processing agreements, data retention and privacy frameworks.

* Executive Summary of certificates held. (e.g. PCI, HIPAA, I1SO)

* Performance Reports against contracted SLAs

Policies and Procedures. This should include the following (if not, provide the individual documents
as necessary):

* Documentation of process by which the Responsible Entity will address supply chain cyber security
risk management for high and medium impact BES Cyber Systems.

* Documentation of the Development and Implementation of a Response Plan including:

"* Documentation of Prevention of Recurrence

"* Coordination of Incident Response with Company

"* Notification to Affected Parties

"* Unrelated Security Incidents

* Access control policy/procedures including:

"* Development and Implementation of Access Control Policy

"*Company Authority Over Access

"* Contractor Review of Access

"* Notification and Revocation

"* Controls for Remote Access

* Disclosure by Contractors of known vulnerabilities

* Verification of software integrity and authenticity of all software and patches provided by the
Contractor for use in the BES Cyber System including:

"*Hardware, Firmware, Software, and Patch Integrity and Authenticity

"*Patching Governance

"* \/iruses, Firmware and Malware

"* End of Life Operating Systems

"* Cryptographic Requirements

* Documentation of Cybersecurity Policy including:

"*Return or Destruction of Company Information

"*Audit Rights

"* \iruses, Firmware and Malware

" End of Life Operating Systems

" Regulatory Examinations




@

An Avangrid company

EVERS=URCE

Contractor Information

Contractor Questionnaire

Documentation Requests




